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THE STORY OF MY HEART



WHY WE STARTED A 
HACKING PROJECT

¡ Proprietary software

¡ No transparency

¡ Legacy technology

¡ Added connectivity = added 
attack surface

3



Pacemaker/ICD Programmer

Home monitoring
unit

Cellular or 
Telephone Network

Web portal

Inductive
near field
communication

MICS/
ISM

POTS/SMS

EMBODIED AND CONNECTED



BITFLIP IN THE AIR GAVE US 
ACCESS TO  A CRASH FILE 
FROM MY PACEMAKER



DATA ERROR IN PACEMAKER



ENCRYPTED DATA FROM MY HEART



STARTING 
POINT



PROGRAMMER AS 
VIRTUAL MACHINE

¡ Enabled retries

¡ Eliminate fear of bricking device

¡ Enabled exploration



PROGRAMMER AS 
VIRTUAL MACHINE

¡ > 12000 files

¡ Commercial software

¡ Proprietary software
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ATTACK SURFACE



ATTACK SURFACE



CHILKAT USED FOR ZIPPING AND ENCRYPTION



EXPLOIT FROM 2008 CONFIRMED OLD LIBRARY



CHILKAT SAYS NOT CHILKAT

Chilkat.Zip zip = new Chilkat.zip();
zip.UnlockComponent("License String");
zip.OpenZip = "filename.zip";
zip.get_Encryption(); // 0 = not encrypted



DEEP DIVE INTO 
CHILKAT

¡ How does Chilkat work?

¡ Read documentation

¡ Contacted Chilkat

¡



DEEP DIVE INTO 
CHILKAT

¡ How does Chilkat work?

¡ Read documentation

¡ Contacted Chilkat

¡ Used Chilkat Forum



DEEP DIVE INTO CHILKAT

¡ How Chilkat should work

Chilkat.Zip zip = new Chilkat.zip();
zip.UnlockComponent("License String");
zip.Encryption = 3;
zip.EncryptionKeyLength = 256;
zip.EncryptPassword = "Password"



$ strings -a Execute/Hcc.dll| grep -i chilkat
IChilkatZip2
ChilkatZip2Lib_TLB\
TChilkatZip2UnzipPercentDone
TChilkatZip2WriteZipPercentDone
TChilkatZip2FileUnzipped
TChilkatZip2ToBeAdded
TChilkatZip2FileAdded
TChilkatZip2ToBeZipped
TChilkatZip2FileZipped
TChilkatZip2ToBeUnzipped
TChilkatZip2
TChilkatZip2
ChilkatZip2Lib_TLB#
ChilkatZip2Lib_TLB

$ grep -Ri ChilkatZip2

…
Binary file Hcc.dll matches
…

WHERE IS CHILKAT REFERENCED?



DISASSEMBLING HCC.DLL



DISASSEMBLING HCC.DLL

Chilkat.Zip zip = new Chilkat.zip();
zip.UnlockComponent("License String");
zip.Encryption = 3;
zip.EncryptionKeyLength = 256;
zip.EncryptPassword = "Password"



¡ Have an attack vector

¡ Can forge import files

¡ Can decrypt exported data

¡ Including Marie’s data

¡ Decrypted data exported in 2016

¡ Still use Chilkat

¡ Still use password-encrypted AES 
with «BIOTRONIK» as password



DEMO





DISCLOSURE PROCESS

¡ We have informed Biotronik of our findings.

¡ Biotronik has confirmed that they will update the import/export function

¡ Biotronik claims none of these vulnerabilities represents an uncontrolled risk as defined by FDA

¡ Thesis download link: https://anderbw.github.io

https://anderbw.github.io/


QUESTIONS?
Thesis download link: https://anderbw.github.io
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ANDERS B. WILHELMSEN @anderbw
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